AIAA JOURNAL
Vol. 32, No. 11, November 1994

Mechanical System Reliability and Risk Assessment

T. A. Cruse,* S. Mahadevan,t Q. Huang,:{: and S. Mehta$
Vanderbilt University, Nashville, Tennessee 37235

A new methodology is reported for the prediction of the reliability of mechanical structures subject to multiple
failure modes, including noncritical damage. The reduction of system reliability due to accumulated damage is
quantitatively estimated by updating the critical system failure states at each level of damage. Correlated design
variables are automatically accounted for in the system reliability calculations. Second-order reliability bounds
are reported which are unbiased to the ordering of the events. A system risk assessment methodology is also
reported that accounts for the cost of multiple types of failure modes and includes the effect of inspection success
on reducing the consequences of system failure. Application of the new technology is illustrated for a simplified
system model of an aeropropulsion rotor system. However, the methodology is general and is applicable to any

engineering system.

Nomenclature
A = fatigue life coefficient
a; = initial crack size
a;; = linearization coefficients for response surface
b = fatigue exponent
c = crack growth rate coefficient
D, = design response function
E N = modulus
E; = failure event: i; level: A
¢ = system random variable unit vector
F, = tensile ultimate strength
g:x) = response function of independent random
variables x
Kic = critical stress intensity factor
Nem = fracture mechanics life
Nj LCF = fatigue life
n = crack growth rate exponent
PO) = probability
P?RIT = probability of system failure: critical mode
RB,FB,FR,... = failure mode symbols
S; = standard normal variable

X; = independent random design variables
= reliability index

= joint reliability index

= temperature difference

= interference fit

= mean value

= density; correlation parameter

= standard deviation

= standard Gaussian distribution function
= system failure vector

= system response location vector
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I. Introduction
HE reliability of a mechanical system may be defined as the
probability of safe and successful performance of the system.
A practical system has many different criteria for measuring safety
and performance, and limit states are defined corresponding to
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each criterion. The violation of these limit states impacts the sys-
tem with varying degrees of severity, ranging from mild reduction
in the performance efficiency to total system failure. Thus the fail-
ure modes can be divided into two groups: 1) “critical” modes,
which result in total failure of the system (e.g., fracture from an
initial crack, burst from ultimate tensile failure, high-cycle fatigue
due to resonance in turbomachinery, etc.); and 2) “noncritical”
modes which degrade the system, resulting in changes in external
load, internal stiffness, or part integrity (e.g., part yield or creep,
part disengagement causing loss of preload or damping, low-cycle
fatigue crack initiation to a crack size, etc.).

A likely concern in design is the probability of violating critical
limit states which would result in the failure of the subsystem as-
sembly (SSA) which contains the critical component. Although the
noncritical fajlure modes do not directly result in system failure,
the degradation caused by their occurrence affects the probability
of occurrence of the critical failure modes. Such effects should be
accounted for in mechanical system reliability analysis. Therefore,
this paper proposes a computational technique to systematically
incorporate critical and noncritical failure modes in the estimation
of system reliability. The proposed methodology is extended to the
problem of risk assessment in a manner that combines the conse-
quence of failure in terms of cost and testing and inspection re-
sults. This is shown to result in an efficient reliability-based deci-
sion tool to aid in the design and development of structural
systems.

The terminology of structural failure and structural design limit
states or failure criteria is used for illustration in the current paper.
However, the mathematical constructs used to calculate system re-
liability and system risk are totally generic. The numerical meth-
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Fig.1 Venn diagram for simple union.
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ods accept mathematical descriptions of the statistics of the ran-
dom design variables, as well as the cost functions needed for the
risk assessment. Generalized terminology will be used herein to
the extent possible, whereas that for structural applications will be
used as needed for specificity and clarity.

II. Proposed Methodology

The distinction between critical and noncritical failure modes is
maintained in the construction of the failure tree, by identifying
several levels. At level I, the probability of each individual failure
mode is estimated for an intact system, i.e., no damage has oc-
curred. At level IT and above, the probabilities of occurrence of the
critical failure modes are estimated after accounting for the non-
critical modes. This is done through reanalysis of the system after
incorporating the effect of noncritical failure, such as load redistri-
bution and/or changing the finite element mesh to show local
cracking.

A. LevelI Correlated Events

Consider a system with two critical events E; and F, at level L.
The probability of system failure is the probability of the union of
the individual events, which is expressed as

P(E, W Ey) = P(E)) + P(Ey) — P(E\Ey) 1

where P(E,) and P(E,) are the individual event probabilities, and
P(E,E,) is the probability of joint occurrence (intersection) of the
two events. This is illustrated through the Venn diagram shown in
Fig. 1.

The probability of intersection P(EE,) is formally written as

P(E\Ey) = P(E, | E3) P(Ey) = P(E; | Ey) P(Ey) @

where P(E; | E;) is the conditional probability of event E;, given
that event E; has occurred. If the two events are statistically inde-
pendent of each other, then P(E; | Ej) = P(E;) and

P(E\Ey) = P(E,) P(E) (3)

If the event E; is fully dependent on event E;, then P(E; | Ej) = 1. If
the limit states corresponding to these events share common ran-
dom variables, then the limit states are correlated and

P(E\E,) 2 P(E) P(E,) 1G]

The use of Monte Carlo simulation is one option to accurately
estimate P(EE,) in the general case of correlated events. How-
ever, one may approximate P(E;E,) in much the same manner as
the first-order reliability method (FORM) approximation to calcu-
late the individual failure event probability P(E;) (Rcf. 2). Let a
performance function g,(x) correspond to each failure mode E;
such that g; < 0 indicates the failure event E;, g; > 0 indicates suc-
cess, and g; = O indicates the limit state. Each performance func-
tion is approximated by a linear function as

J
8 (X)=gip— zaijxj &)

ji=1

where the linearization of the function g;(x) has been done at the
most probable point (MPP) for each of the failure events, and J is
the number of randomvariables. The MPP is the set of random
variable values that correspond to the most probable condition, at
the condition g; = 0 (i.e., on the limit state). In the space of uncor-
related standard normal variables, the MPP is the point on the limit
state which has the least distance from the origin and the mini-
mum distance is referred to as the reliability index and denoted as
B. A first-order approximation to the probability of failure is then
obtained as P(g; < 0) = ©(—f), where @ is the cumulative distribu-
tion function of a standard normal variable.

Fig. 2 Intersecting response surfaces.

In two dimensions, Eq. (5) may be illustrated for events E; and
E,. The variables have been transformed to uncorrelated standard
normal space,’ and both random variables are assumed to be com-
mon to both failure events. The intersection of the two linear sur-
faces is illustrated in Fig. 2. Additionally, the individual MPPs are
shown, along with the reliability indices (3;) for each event space.

The state probability for the conditional event {E, | (g; = 0)} is
given by Ditlevsen* as ®(-A), where ® is the cumulative distribu-
tion function of a standard normal variable, and

-pB,
A=2_IM1 ©6)
J1-p2
where
C ’
_Cvgng) e %)
6,0,

is the correlation coefficient between the two linearized limit state
functions. Note that @(—A) corresponds only to the probability (for
Gaussian distributions) of event E,, given that event E, is on the
limit state g, =0, i.e., P(E, | E| : [g; = 0]). The joint probability for
the intersection space denoted E,E|, however, must include all
cases g; < 0. For Gaussian distributions, this joint probability can
be easily calculated using the bivariate normal integral. This inte-
gral uses the information on the individual MPPs and the correla-
tion coefficient p between the two linearized limit states in uncor-
related standard normal space. A numerical integration scheme to
compute this probability is developed in the Appendix.

B. Sequential Failure Limit Surfaces

The presence of degradation mechanisms in a system results in
the redistribution of internal loading, with a consequent change in
the probability of failure associated with those critical failure
modes linked to the same internal loads. Some examples that are
relevant to propulsion system degradation include 1) loss of load
carrying capability of a structural member through plasticity or
creep, 2) increase in operating temperature due to flow system seal
failure, 3) crack growth due to the presence of initiation mecha-
nisms, and 4) disengagement of linked rotor parts due to excessive
deflections.

In general, degradation is any state of damage that reduces the
functional performance level of any subsystem or component In
the system. The degradation mechanisms may be included in the
system reliability analysis through the union operation of all level I
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events, including both critical and noncritical modes. This ap-
proach is seen to produce a conservative estimate of system reli-
ability but does not provide the means for tracking the sequence of
failure events from the first level to the final state of system fail-
ure. System reliability sensitivity to the primitive random variables
is also not accounted for in terms of the flow of influence through
the noncritical failure events to the critical failure events.

The multilevel system reliability approach that has been devel-
oped in this paper is based on the union of all of the critical failure
events. These may take place at level I (intact structure) or at
higher levels as the result of any degradation mechanism identified
initially at level I. The computational challenge for this problem is
to redefine the critical limit states that result from structural system
changes brought on by the noncritical, system degradation modes.
Specifically, we seek to define the response function for the criti-
cal mode that reflects the degradation process. In traditional proba-
bility terms, the higher level critical failure event could be seen as
the intersection of the critical failure event with the preceding deg-
radation failure mode(s). However, such an intersection operation
does not properly account for the physical interaction between the
noncritical and critical failure modes; it also results in incorrect
sensitivity information. These observations are explained subse-
quently in mathematical terms.

If the classical probability approach were to be followed without
considering the physical effect of noncritical failure, the system
failure probability for the multilevel problem w111 be computed
though the umon of say, a level I critical event (E ) with a level IT
crmcal event (E ), intersected with the level I noncrmcal event
( E )- In this example, we can take the two critical events to be the
same failure mode, such that the system failure probability is rep-
resented by

PR = PLE! U(ET A EL)] @®)

Combining the terms in Eq. 8 using standard probability theory,
we obtain the final form of the system failure probability for this
simple problem

P = P(ED) + P(E A EL) - PLEL n(EY nELY) (9)

The resulting system failure probability does not represent the true
system state resulting from a degradation process. The intersection
process in Eq. (8) does not reflect the internal load redistribution
that occurs with progressive damage. Progressive damage is a non-
linear process, requlrm% an update of the response function defin-
ing the event space E , or E, updated to the second level. This
nonlinear resolution of the response function for £ is not the same
as an intersection of an event space representing, say, plasticity E,,
with a critical failure mode event E,. Also, the intersection event
cannot be represented by a single response surface; the intersection
process results in a joint probability but not a single surface.
Therefore accurate sensitivity information regarding the influence
of a noncritical mode cannot be obtained with the classical ap-
proach, as is possible in the case of single response surfaces.

The answer to the first shortcoming just cited also provides an
answer to the second. The approach relies on the previously devel-
oped advanced mean value (AMV) method’ The progressive
damage process for a structural system can be approximated by a
sequence of linear response surfaces, each one of which is centered
at the MPP for a given level of progressive damage. The sequence
is taken in the sense of damage evolution as a sequence of states.
The sequential response surfaces define the event space for any
nonlinear damage process. At the same time, the critical failure
state of the system can be seen as a sequence of response modes,
each corresponding to the MPP for a certain level of damage in the
nonlinear, progressive damage mode. The nonlinear limit state
corresponding to the critical response mode can then be approxi-
mated as a sequence of linear limit states. The union of the failure
regions defined by these linear limit states then defines the true
critical event space EY 1 5 in that case, no intersection as in Eq. (8) is
needed or appropriate. Rather, the sequential limit states capture

the physics of the progressive damage process, whereas the classi-
cal intersection operation in Eq. (8) merely results in the estima-
tion of the joint probability of two statistically correlated events,
without considering the physical effect of progressive damage.

Considering linear limit states in the space of uncorrelated stan-
dard normal variables, the linear approximation for the level I non-
critical event E, is given by

J
D) =lp+ Yy B, (10)

i=1

where D, is taken to be the approximation to the design response
function, expanded about its mean value W, in terms of the stan-
dard normal variables S; given by

Si = (x; — Hy)/o; an

(no sum on i), where x; is the ith random variable, |; and o; are its
mean value and standard deviation, respectively, and J is the num-
ber of random variables. Note that if the variable x; is non-Gauss-
ian, then the equivalent normal mean u, and the equlvalent nor-
mal standard deviation (SN (Ref. 2) have to be used in the
equation. The resulting response function is called the mean value,
first-order response function.® The coefficients B; in Eq. (10) are
given by

aD,

Bi = —BXi Gi ] T

12

As mentioned earlier, the point on the reponse surface which is
closest to the origin is called the MPP. The coordinates of the MPP
are found, for a linear response surface and Gaussian variables, to
be the intersection of the response surface, Eq. (10), and the line
whose direction cosines are given by

_9 S
i = 9%, 6, (13)

where G;, 6 are the standard deviation of the independent random
variables and the response functlon respectively. We denote the
MPP by the special variables S In the case of linear response
functions with Gaussian varlables the probability integral for re-
sponse conditions exceeding a design limit d, is given by the stan-
dard Gaussian distribution function ® as follows.

P(Dy>dy) = <1>[- o=t ZD] (14)

Even for the case of nonlinear response functions with non-Gauss-
jan and correlated variables, well-knouwn transformations to an
equivalent space of uncorrelated standard normal variables are
available? to facilitate the use of Eqs. (10-14).

The advanced mean value algorithm has two key elements. The
first element is the resolution of the system response function at
the MPP. The updated solution obtained by the resolution assumes
that the probability level remains constant, whereas the solution
value corresponding to D, — d, changes due to the general fact that
the true response function is not a linear function of the design
variables. Such updating changes the point corresponding to the
condition D, — d, = 0; iteration is performed to satisfy the limit
state by a new linear expansion of the response function about the
MPP conditions. The new expansion is obtained by new estimates
of the first-order derivatives of the response function in terms of
the random variables x;. We shall take the updating step as having
been performed. The new response function expansion at the MPP
is taken to be given by

Dy(x)=d, + EB,.(S,. - S;*) (15)
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As a first-order approximation, the response function for event E;
at level IT (E') may be expanded at the same MPP for event (Eé )
with the result

oD
Dy(x) =Dsy + Efci(si’si*) (16)

The probability of the critical mode for Gaussian distributions is
then given by

d,—D,,—X.(0D,/9x,))G,S}
P(D3>d3)=(l>[— 3= D3 =%, (9D;/dx)) z:l an

/Z;(dD;/9x,) G,

The probability in this case includes the effect of event E,, since
the critical failure mode response surface has been redefined corre-
sponding to the progressive damage level at the MPP for event E,.
This first-order approximation is obviously adequate for linear
limit states. For nonlinear limit states, an iterative improvement
has been suggested by the authors®’ to accurately define the se-
quential limit states.

Another question concerns the number of sequential linear limit

states needed to calculate a reasonable estimate of the system reli-
ability. If the progressive damage state increment is small, the new
surface for the critical event will be highly correlated with the pre-
vious response surface for the same critical event; the resulting
high degree of correlation means that the system reliability does
not change very much. Larger progressive damage steps result in
greater changes to the system reliability but may introduce greater
errors. An adaptive scheme to address this question is described in
Ref. 8.

The reference to progressive damage here does not directly in-
corporate time-dependent reliability computations which involve
random process modeling of loads and resistances. The emphasis
is on updating the system limit states for different levels of accu-
mulated damage.

C. Sequential Failure Probability

The preceding two subsections dealt with 1) the calculation of
the joint probability of two correlated events, and 2) the definition
of a new response surface for a critical event which is modified by
a preceding noncritical event. The new response surface is ob-
tained as a set of multiple linear response surfaces corresponding
to different levels of progressive damage. The current subsection
considers the use of the results of 1) and 2) in the final calculation
of bounds on system reliability.

Two kinds of level I noncritical events are identified in Fig. 5.
The first is progressive damage, such as violating the structural
yield limit condition. This damage can be treated as a sequence of
states involving greater and greater amounts of degradation, with-
out catastrophic system failure. Generally then, yield is a progres-
sive damage mode, requiring (possibly) multiple new “subse-
quent” response surfaces, each one of which may be denoted g; I;.

The second kind of subsequent event is illustrated by a struc-
tural example, as in the disengagement of a spacer from a rotor as-
sembly. In this case, there is an engagement (state 1) and a disen-
gagement (state 2) condition of the rotor. The natural frequencies
of vibration for the two states are different due to the presence or
absence of the stiffening effect of the spacer. For such binary non-
critical failures, there is only one subsequent response surface. Bi-
pary failure conditions are exclusive events in probability terms,
and result in certain simplifications for system reliability calcula-
tions. In what follows, both cases are considered in terms of a sin-
gle subsequent failure event; the generalization to multiple sur-
faces is straightforward.

For a progressive failure mode, such as rotor burst after yielding
of the ring, the total probability of rotor burst is made up of the
union of a sequence of subsequent critical events denoted as burst
yield (i.e., rotor burst, given the yielding of the ring). IfA;, A,, etc.,
correspond to increasing amounts of yield, the probability of rotor
burst may be written as

P(burst) = P(burst | no yield U burst | A; yield
Uburst | Ay yield U ...) (18)

For each state in Eq. (18) there is a response surface which is de-
fined at a given amount of yield.

The union of these surfaces in Eq. (18) will reflect the fact that
each response state will be highly (but not totally) correlated with
the previous response state. Therefore, only a few progressive
damage levels may need to be included to compute the probability
in Eq. (18). Thus, for any progressive damage problem, the final
critical failure event space and the corresponding probability could
be approximated through a relatively coarse sequence of interme-
diate states. In some problems, it may be adequate to reduce the se-
quence to two states, with the first state corresponding to an intact
system and the second state corresponding to a high degree of deg-
radation associated with the noncritical failure mode.

The first step in generating a subsequent response surface is the
reanalysis of the structure. The first-order approach presented in
this paper performs this reanalysis at the MPP associated with the
current level of progressive damage. The imposition of the MPP
condition for such reanalysis might be the extension of plasticity
up to a certain node or the simulation of a certain amount of crack
growth.

The second step is to generate the performance function for the
critical limit state at this MPP, as given for the simple problem in
Eq. (16). The performance function is referred to as g to denote
that it is the ith failure mode being incurred at the Ath response
level (> 1). The response surface so generated reflects the effect of
the degraded state in its evaluation. However, if the perturbations
used to define the response surface are not consistent with the in-
tended degraded condition (e.g., elastic unload from a plastic con-
dition), then the slope of the response function will be that associ-
ated with the undegraded response. Therefore, for the greatest
accuracy in getting the subsequent response function, it is recom-
mended that the perturbations be as consistent with increasing deg-
radation as possible.

D. System Reliability Bounds

The system reliability strategy is to recognize that each higher
level response surface basically defines another part of the system
failure domain. Therefore the probability of failure is simply the
probability of union of failure regions defined by all of the re-
sponse surfaces for the critical failure modes. The expression for
the probability of union of all of the critical events is expanded as
in Eq. (19). Letting E; be the event space for any level I critical
event, and E;|; be the subsequent event space for the ith critical
failure mode, we obtain

CRIT

P =P(E\) +P(E)) + - +P(E;) ++ — P(E,E)— -

i

~P(E,E;) +P(E,E,Ey) - +P(E\E,E, ) 4+ (19)

i il
showing the intersection probabilities up through the three-event
intersections.

A first-order multinormal integral approximation is available to
estimate the intersection probabilities of more than two events’
Alternatively, second-order bounds for PgRIT may be used in
which only two-event intersection probabilities are calculated. It
should be noted that such bounding is only valid in the case of lin-
ear response functions and Gaussian distributions and therefore
will not be strictly true for the nonlinear problem. However, to best
approximate PSCR T in Eq. (19), we keep the linear bounding nota-
tion in what follows.

The complement of the union of all complementary critical
events in Eq. (19) is used to write the critical failure probability as

P = P(ULIE,.) = P(m?zlfi) = 1—P(m§'=1EJ (20)

where E is the complement of E, and

P(EY=1-P(E) 2D
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The lower bound of P(mL lfé) provides an upper bound to Eq.
(20). Combined with the second-order result, the following upper

bound is suggested:

PR = P(UL IE,) < {EP(Ei)

i=1

—max[Zf?f?P(EfEf% s, 2 P<EfEf>” =
i=2

j=1j#i

The lower bound of the critical system failure probability is less
important than the upper bound, which sets the minimum system
reliability for a linear system. However, to get a sense of the sen-
sitivity of the system reliability to the correlations of the individ-
ual modes, the lower bound of the system failure probability is
given as

PSCRIT = P(u" E,-)Z max {P(Ej)

i=1 1<j<n

n max (i, J)
+ 2 maxKP(Ei)— 2 P(EiEk)];O}} (23)

i=1,i#j k=1,k#i

A summary of several forms of the upper and lower bounds in-
cluding the derivation of the upper and lower bounds in Egs. (22)
and (23) is given in Ref. 11. The second-order bounds widely used
in the literature provide the narrowest bounds if the failure events
are arranged in the descending order of failure probability; the
bounds suggested here remove this restriction by computing all of
the two-event intersection probabilities.

The upper and lower bounds in Eqgs. (22) and (23) include the
correlated two-event probabilities calculated from the failure event
tree for all critical events, at any level. It is expected that the
bounds will be reasonably close to each other, as the joint proba-
bility of three or more events is likely to be small. Experience will
have to confirm this expectation.

E. System Reliability Sensitivity Factors

The probabilistic sensitivity factors for an individual limit state
are given by the direction cosines of the vector from the origin to
the MPP. No such single vector describes the system failure state,
because the system failure probability is being computed as the
probability of union of the individual failure events. The probabi-
listic sensitivity factors are effective in determining which random
variables are most important in affecting the design reliability. The
sensitivity factors of individual limit states may be combined to
derive first-order system sensitivity factors which contain informa-
tion on the physical sensitivities as well as the stochastic variabili-
ties, in the following manner.

The vector to the individual event (denoted by i) most probable
points (MPP); is defined with length {3; and direction cosines which
are the probabilistic sensitivity factors o;;. The subscript j refers to
the random variable. The sensitivity factors combine the local
physical sensitivities dg/ox;, as well as the standard deviation o; of
each random variable. If some of the random variables are nonnor-
mal, then the equivalent normal standard deviation cy should be
used.

Now define a probability-weighted system sensitivity vector
that combines the individual failure-MPP location vectors in the
standard normal space as

N
4= Y 0P (E) 24)

i=1

where N is the number of limit states. The system failure vector is
then taken to be the vector &, given as

NRV

B=7 0 25)

j=1

where ¢; are the unit basis vectors in standard normal variable
space. The resulting system vector direction cosines are proposed
as system reliability sensitivity factors. These factors reflect the
combination of dominant random variables through the direction
cosines to each MPP (o), and the dominant failure modes through

the individual event probabilities P(E)).

TII. System Risk Assessment

Risk is measured here in terms of the monetary consequence of
failure. Therefore, system risk assessment is taken to be the com-
putation of the expected cost of a critical system failure event, i.e.,
the product of the probability of the event times the cost conse-
quence of the event. The consequences of component failure
within a system context are likely to be complicated trees with
branches representing various failure scenarios. Probabilities can
be assigned then to individual branches in the consequences tree to
reflect likely failure scenarios. Costs are then assigned to critical
locations on the event consequences tree.

One element in planning scenarios on a failure consequences
tree is the presence of inspections or failure detection systems. The
presence of instrumentation in testing complicated systems is pro-
vided to document failure data in real time, as well as to provide
advance warning, hopefully of noncritical damage or degradation
behavior in the system that will allow for noncatastrophic system
shutdown. The cost of providing the instrumentation or inspections
and the probability of success of the instrumentation or inspections
combine to determine the expected reduction of risk (cost) of a cat-
astrophic event. Thus, the linkage of system reliability prediction
with such a fajlure consequences tree can provide realistic trades
between inspection cost and risk of failure. The event tree must de-
fine the probability that the failure—if it occurs—will occur in a
particular mode such as a component test, a subsystem assembly
(SSA) test, full-scale system acceptance testing, and actual system
operations. The event tree must also show the consequences of
failure detection. A detected critical state precludes the occurrence
of the next event in the tree, but requires corrective action, such as
SSA replacement. Thus, failure detection has cost, but the cost is
less than that for an undetected event.

The probability of damage detection differs for each mode of
degradation or failure. Furthermore, the probability of detection
differs between the different levels of testing/operation. For exam-
ple, damage detection is more likely in a component test than in an
SSA test; failure detection is more likely in SSA testing than in full
system acceptance testing, and so on. The proposed approach is to
define the total probability of detection as the product of the prob-
ability based on a testing level, and the probability for the given

~mode of damage. Relatively arbitrary initial levels of probability

have been selected for an example problem but can be easily mod-
ified by the code user.

A simple example of a failure event consequences tree for criti-
cal and noncritical degradation failure modes in a space propulsion
system has been proposed as shown in Fig. 3. Since each system is
unique, it is difficult to formulate a generic failure consequences
tree for all systems. The methodology has been illustrated herein
using a simplified view of the failure of a critical element in a
space propulsion system similar to the National Space Transporta-
tion System (Space Shuttle). The consequences tree for such a
problem, shown in Fig. 3, indicates the probabilities of detection
(POD1, POD2, etc.) of failure at various levels, and the associated
costs of failure (C1, C2, etc.). The event consequences end with
cost functions, which the user can supply. No added risk due to in-
spection instrumentation has been included in the present failure
consequences tree. Furthermore, the illustrated tree does not ac-
count for the cost/benefit factors of component refurbishment.
However, the proposed idea of including a consequences tree in
risk assessment is rather general, and the tree can be modified to
account for these additional conditions.

The computation of system risk as the expected cost of system
failure involves the cost of union of several critical failure modes.
Consider two critical failure modes E; and E;. Since the cost of
joint occurrence of the two failure modes is unavailable, the ex-
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Fig. 3 Failure event consequences tree.
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Fig.4 Simplified rotor model.

pected cost of the union may only be expressed in terms of bounds,
as

C(E| VE3) 2Cy P(E)) + C3 P(E3) — max(Cy, C3) P(E; E;)) (26)
and
C(E,VE3;)<C| P(E) +C3 P(E3) + min(Cy, C3) P(E| E;)  (27)

Thus, even for a system with only two failure modes, the ex-
pected cost of system failure can only be bounded. Therefore, the
risk assessment result for a complex system will be less accurate
than the system reliability result. Nevertheless, the risk result still
provides a useful decision tool in assessing the cost vs benefit
trades for different reliability enhancement strategies.

IV. Numerical Example

A. Problem Description

The system reliability and risk assessment methodology pro-
posed in the preceding sections is illustrated by application to the
simplified rotor system shown in Fig. 4. The methodology has
been implemented in the numerical evaluation of stochastic struc-
tures under stress (NESSUS) computer code,! developed through
the probabilistic structural analysis methods (PSAM) program
under the leadership of NASA Lewis Research Center. The rotor
system consists of two disks, an interference-fit spacer, and
dummy blade masses. The rotor operating environment is modeled

Table 1 Random variable definitions

Variable Mean Standard dev Distribution

ERotors MSL 20 0.40 Lognormal
Ring: MS1 17 0.34 Lognormal

PRotop 1b/cLin. 0.0008 0.000016 Lognormal

PRine: Ib/cu.in. 0.0008 0.000016 Lognormal

F,, . ksi 123 12.3 Lognormal

Fy, ksi 96 9.6 Lognormal

Al cr 2.2E10 2.2E9 Lognormal

b, in. 4 0.0 Deterministic

Kic, ksi Jin. 50 5 Lognormal

a; 0.002 0.0002 Weibull

C 1.45E-9 1.45E-10 Lognormal

n 2.61 0.0 Deterministic

S, i0. 0.0 0.05 Normal

AT, °F 0 53 Extreme value

Q, rad/s 628 49 Extreme value

with a random rotor rotational velocity and random temperatures.
The interference fit between the rotor and the spacer is taken to be
random, i.e., the length of the gap between the spacer and the disk
is a random variable, with a mean value equal to zero. Nonnega-
tive interference is taken to be needed for the modal vibration of
the entire assembly, rather than of the disk alone.

The strength or resistance models used in the analysis are now
discussed. In the case of the current example, the burst condition is
taken to occur when the average hoop stress exceeds a shape factor
times the material ultimate strength; the same approach is used for
yield of the spacer ring. The crack initiation life (N cg) is com-
puted through a simple power law model, given as

AN = AAe™? (28)

The parameters A and b are defined in Table 1, where b is taken to
be deterministic. The number of cycles of crack propagation to
fracture Npy is also computed using a simple Paris law relation

where C and # are also defined in Tablel, and where 7 is also taken
to be deterministic.!® The total fracture mechanics life is computed
for two locations differently, to illustrate two types of situations. In
the bore region of the disk, the fracture mechanics life is the life
from an initial defect size a;, whereas in the rim region the crack is
initiated to a size of 0.030 in. according to the crack initiation
model given in Eq. (28). Finally, the deterministic target life for
both fracture mechanics limits is taken to be 10,000 cycles. Frac-
ture prior to this limit is taken to be a critical failure mode.

The high-cycle fatigue mode of component failure in the exam-
ple is taken to occur if any of the system natural frequencies falls
within a specified range of a fixed cyclic frequency. Resonance
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Fig. 6 Coarse finite element model of rotor.

can occur in the system if any of the system natural frequencies
falls within the range of interest. The probability of resonance
would be different for different natural frequencies. The overall
probability of resonance reduces to the sum of the probabilities of
resonance from individual frequencies, since these are mutually
exclusive conditions. The probability of resonance would be the
greatest for the natural frequency that is closest to the range of in-
terest, and the probability can be expected to rapidly diminish for
natural frequencies away from this range, so that it should be ade-
quate to consider only very few natural frequencies. In this numer-
ical example, the first frequency is observed to give the highest
probability, and the contributions of the other frequencies are neg-
ligible. The structure is assumed to have negligible damping, since
the inclusion of damping will make the model complicated. The
purpose here is to illustrate the type of event that follows a binary

event state for the structure—an engaged spacer which acts to
stiffen the system and a disengaged spacer. Other binary failure
states in turbomachinery include dampers that work or not and
heat pipes that work or not.

The critical design limit states considered in the example are
rotor burst, due to the average hoop stress exceeding the shape-
dependent ultimate strength of the rotor (RB), fracture of the bore
due to fatigue crack growth from an intrinsic defect of size a; (FB),
fracture at the rim due to crack initiation (FR), and fracture of the
rotor due to high-cycle fatigue (HCF). Therefore, system failure
can occur in this example if any of these limit states is violated.

The critical limit states can be violated with and without load re-
distribution in the rotor system due to noncritical damage. The
noncritical damage modes considered in this example are 1) pro-
gressive yielding of the spacer and 2) disengagement of the spacer
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and one of the disks. These critical limit states and progressive
damage modes are illustrated in Fig. 5. The critical limit states can
be violated at level I (no load redistribution due to any damage; the
structure is intact), or at a higher level (after noncritical damage).
System probability of failure is then computed as the probability of
union of the critical events,

CRIT

P;" =PRB'OFB' OFR' UHCF URB" L FB!

w FR  HCFhx (30)

which may be written symbolically for the general, multilevel fail-
ure problem as follows:

P =P(E{uE§u...u Eﬁ’u...j 31)

All of the limit states are first approximated through linear func-
tions using the first-order reliability approach. A mean value, first
order (MVFO) estimate of the probability distribution is computed
for a given limit state.’ The MVFO solution can also be used as the
basis for an improved solution through a simple updating proce-
dure at each user-defined reliability level, known as the AMV. The
MVFO or AMYV options give the individual probability levels for
each event, along with the response surface data. Each failure
event is represented through a limit state g (x) = 0, where i de-
notes the event and A defines the level. The probability distribu-
tion for the response function is calculated by the fast probability
integration algorithm.}

All events on level I are denoted initial failure modes (IFM).
The IFMs are generally dependent on the basic random variables,
which may be common for several IFMs (e.g., rotor speed), or
uniquely related to only one IFM (e.g., ultimate tensile strength).
The presence of common random variables means that the limit
states for the failure events are correlated. System reliability calcu-
lations take explicit account of this correlation, as has been shown
in the preceding sections.

The structural system is modeled for the sake of illustration
using a coarse finite element mesh with 23 four-node axisymmet-
ric elements. In addition, eight elements with very small stiffness
are used to represent the mass of the blades. The connectivity is
shown in Fig. 6.

The parameters of the random variable distributions are selected
as shown in Table 1. The values do not reflect any real design and
are only used for the sake of illustration but are selected in a way
to produce system response with realistic design limit state simula-
tion. Most of the variables in Table 1 are assumed to have a log-
normal distribution, except g;, AT, and Q. The operating speed Q
and the operating temperature AT are similar to load variables. In
general, the load variables have been used with an extreme value
distribution in reliability analysis; therefore, both the variables are
assumed to have an extreme value distribution. The initial defect
size a; is assumed to have a Weibull distribution for the sake of il-
lustration. However, the proposed methodology is not restricted to
the use of these distributions.

B. First Level Failure Events
The structural system is analyzed for the following failure
modes.

1. Rotor Burst

If the average hoop stress exceeds the tensile strength of the ro-
tor, the rotor is assumed to have failed by bursting. Temperature
affects both § and R, since the bursting strength reduces as the tem-
perature increases. This strength degradation is simulated using a
generic multifactor interaction (MFI) model by which the mean
value of the ultimate strength is reduced. The MFI equation used is

F —FO(TTF—TT)Q 32
w= ol TT_CTT, - (32)

where F [‘1 is the mean value of the bursting strength at temperature
TT, F,, is the mean value of the bursting strength at temperature

u

TT,, and TTj is the temperature at zero strength. F, 34 is given in
Table 1. The values assumed for the other parameters are:
Q=05 TTy=0 TTp =270 (33)
Note that the value of TT is derived using following data: 100-
deg overtemperature produces 20% reduction in strength and 200-
deg overtemperature produces 50% reduction in strength.
The probability of failure by rotor bursting is P(E)) =
0.0008937.

2. RingYield

This is a nondestructive limit state in which the stress at node 42
in the ring is checked for yielding. Use of this node indicates sig-
nificant but not final levels of plasticity. The yield stress is taken to
be a random variable. The limit state is a simple excedance condi-

tion on stress, using yield stress.
The probability of failure by ring yield is P(E,) = 0.019590.

3. Fracture Crack Growth at Inner Bore

This is a critical limit state in which failure is assumed to occur
if the rotor fails by fracture crack growth during the service life of
the system (assumed to be 10,000 cycles). The Paris law model de-
scribed in Eq. (29) is used, and the performance function is written
as g = 10,000 ~ Np;,. The stress variation in each cycle is from 0 to
100%. The crack growth exponent is taken to be deterministic
(2.61) and the stress concentration factor is also taken to be deter-
ministic (1.0). The stress at the inner bore is evaluated by taking an
average of the stresses at nodes 25-28, shown in the finite element
mesh in Fig. 6.

The probability of failure is computed to be 0.1722 if the crack
exists. The probability of such a crack occurring is arbitrarily taken
to be 0.01, and the resulting probability of failure due to fracture
mechanics of a buried crack is found to be P(E3) = 0.001722.

4. Crack Growth from Rim Crack Initiation

This limit state checks the combined life of crack initiation due
to low-cycle fatigue (LCF) followed by failure due to crack growth
at the external rim of the rotor. The stress at the rim is computed
with a random stress concentration factor of K, = 2.5 with a stan-
dard deviation of 0.125. The crack growth parameters are the same
as those used earlier. The LCF and fracture equations are pro-
grammed as part of the user-defined limit state function. The stress
at the rim is evaluated by taking an average of the stresses at nodes
1-4. The probability of failure is P(E,) = 0.00000171.

5. Disengagement of the Spacer Due to a Misfit

If the diameter of the spacer ring is smaller than the inner diam-
eter of the rim, the ring may be disengaged during the operation.
This is a noncritical failure, but a disengaged rotor will have lower
natural frequencies. The lower natural frequencies may resonate
during normal operation and that may lead to failure by HCF.
Since there are no gap elements in NESSUS, this error or tolerance
is simulated by applying a temperature field on the ring alone. The
disengagement is assumed to occur when the stress at node 8 or 39
is tensile.

The probability of failure in disengagement is P(E;) = 0.002469.

C. First Level System Reliability m

The first level system reliability may be evaluated either by tak-
ing a union of all of the events at the first level or the union of just
the critical events. These two forms are written as

p,=PE1IUE2UE3 UE4 UES) (34)
ps,=P(E1VE3 U E4) (35)
The limit states are partially correlated with each other because

they share some basic random variables. As mentioned earlie'r, due
to the difficulty in accurately evaluating the joint probabilities of
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Table 2 Sensitivity factors of first level events

Variable Bursting Ring yield Fracture LCF Disengage
Egotor 0.000319 0.006549 0.001200 0.002859 0.057007
Ring 0.000374 0.062508 0.001287 0.002731 0.057608

Rotor density 0.029184 0.007767 0.043840 0.033194 0.022207

Ring density 0.001148 0.049395 0.002665 0.003583 0.085520

Speed 0.361169 0.956119 0.993653 0.994096 0.305395

Temperature 0.923683 0.075660 0.006793 0.019855 0.147723

F 0.124553

F, 0.271405

K 0030844  0.014726

a; 0.034005 0.017104

C 0.092562 0.048691

K,

Ao 0.085162

Ring tolerance 0.010723 0.933025

Table 3 Sensitivity factors for second level events Table 4 Sensitivity factors for two failure scenarios
Bursting Fracture LCF HCF Name Py, Pr,

ERotor 0030643 0.128183  0.001834  0.404169 ERotor —0.0014157 0.0014394
ERing 0.006499  0.024999 0.019750 Ring 0.0642958 -0.0015522
Rotor density 0.042046 0.129572 0.070662 0.914684 Rptor den§ity 0.0189261 0.0569104
Ring density 0.013327 0.016507 0.022007 Ring density 0.0340583 0.0033047
Speed 0.175988  0.784259 0.958234 Speed 0.8042535 0.9140078
Temperature 0.025519  0.118549 0.030338 Temperature 05131453 0.3825665
F, 0.960440 0.022095 0.004665 F, —0.0045454 -0.0291754
F, 0.207376 F, —0.2615360 0.0
Ky 0.191653  0.054079 K 0.0000227 0.0001436
a; 0.200904 0.131111 Arcr —-0.0000028 -0.0000182
C 0.509102 Kic —0.0055003 -0.0353047
K, 0.226638 a; 0.0060382 0.0387575
Arcr 0.022314 C 0.0166208 0.1066841
Ring tolerance Tolerance -0.1242557 0.0

three or more events, the system probability of failure is computed
using second-order bounds, as follows.

0.01499486 < p;, < 0.01500519 (36)

0.002541011 < py, < 0.002541013 37

The second-order lower and upper bounds are seen to be very
close to each other for this problem. In other words, the joint prob-
abilities of three or more events seem to be negligible.

D. First Level System Sensitivity Factors

The first level system sensitivity factors are computed from the
sensitivities for each individual limit state using Egs. (24) and
(25). The sensitivity factors for all first level events are shown in
Table 2. These sensitivity factors indicate the relative importance
of different variables in affecting the individual critical failure
modes, without considering the effect of noncritical damage, such
as yielding of the ring. When the noncritical damage is considered,
the sensitivity factors are changed to the values shown in Table 3.
The sensitivity factors help the designer in making redesign deci-
sions to satisfy the target reliability.

The system sensitivity factors for py, and py, are shown in Table
4 by the name used for each independent random variable.

E. Second Level Failure Events

The second level analysis is performed by reanalyzing the struc-
ture at the most probable point of the corresponding noncritical
event. (As mentioned earlier, this is a first-order approximation; a
refined approach for nonlinear limit states is discussed by the au-
thors in Ref. 7.) The same critical limit states are evaluated for the
system condition under the noncritical damage. The second-level
failure events and their probabilities are found to be rotor burst,
probability of failure is P(Eg) = 0.002620; fracture at bore, proba-
bility of failure is P(E;) = 0.0067467, and LCF leading to fracture
at rim, probability of failure is P(Eg) = 0.0044017. For the HCF of
the rotor, the disk is analyzed for eigenvalues as a free-free struc-
ture. Failure occurs if the natural frequency is within a margin of
the specified limit. The probability of failure is P(Eg) = 0.0071623.

The system probability of failure is computed using

pr,=PE1UVE3UE4UE6UETUESUEY) (38)

The bounds on the probability of failure are computed to be

-0.0173408 < py, < 0.0190313 (39)

From the bounds we see that the reliability of the system is pre-
dicted to be greater than 0.98097. From the first-level analysis, the
critical event reliability was about 0.99745, whereas the reliability
including both critical and noncritical events was 0.98499. For this
problem, the higher level events were so strongly correlated with
the first-level noncritical events that the system reliability result
did not change very much as we went from one level to another. It
is not likely that this result will hold for all cases. The most critical
observation to make is that the system reliability predictions at
level I are unconservative, relative to the value predicted by the
new system reliability algorithm.

The results of the proposed methodology have been verified
with Monte Carlo simulation for simpler problems such as a three-
bar truss, a thick cylinder, etc.!! For such problems, the structural
analysis is very simple; therefore, Monte Carlo simulation is not
expensive. However, for the present rotor problem, where each
structural analysis requires a considerable amount of computation,
the strategy of verification with simulation becomes prohibitively
expensive. In fact, it is due to the expensiveness of the simulation
techniques that the sensitivity-based methods such as the one in
this paper are developed for the reliability analysis of practical
problems. Advanced sampling techniques to improve the effi-
ciency of simulation are available.!? These are currently being ap-
plied to simpler problems with closed-form performance functions
and need to be combined with finite element analysis for larger
problems.

F. Second Level System Sensitivity Factors
The sensitivity factors of various second level events are sum-
marized in Table 3. These sensitivity factors correspond to those
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for the individual events listed in the headings of the table. Com-
parison with first-level sensitivity factors in Table 2 shows the ef-
fect of ring yield on the various system failure modes. Tables 2 and
3 can be used together by the designer to make decisions regarding
the variables to change to meet the reliability criteria.

The system sensitivity factors are computed using Eqs. (24) and
Eq. (25). The results are summarized in Table 5.

G. System Risk Assessment Results

The failure consequences tree of Fig. 3 is used for system risk
assessment. The probabilities of detection (POD) and the costs of
failure (C) for the example problem are chosen as shown in Tables
6 and 7, respectively. The values chosen are only for the sake of
illustration.

The total risk computed for the rotor system in this example,
using the consequences tree, the probabilities of failure and detec-
tion, and the associated costs are

$503,000 < cost < $683,000 (40)

A more important result is the sensitivity of risk to management
decisions regarding the investment of finances at different stages
of design, testing, and development of the system. The effect of the
decision is modeled in terms of changes in the input data. For ex-
ample, the investment may be such that there is a technology im-
provement that improves the probability of detection by 10% at the
component test level (i.e., the value of POD1 now becomes 0.99 in
Table 6). This leads to the reduction of risk, and the benefit is com-
puted to be

$117,000 < benefit < $159,000 41

On the other hand, if the investment is toward improvement in
POD at the subsystem assembly testing by 10% (i.e., the value of
POD4 now becomes 0.11 in Table 6), then the benefit is computed
to be

$16,000 < benefit < $22,000 (42)

The results are logical, since improved detection of failure at an
early stage is expected to result in larger benefit.

V. Conclusion

A methodology for system reliability and risk assessment has
been formulated in this paper and has been demonstrated for appli-
cation to propulsion structures. The failure modes are divided into
two categories, critical and noncritical, and the system failure
probability is computed through the union of critical failure events.
The effect of noncritical damage on the critical failure events is
computed through reanalysis after imposing the noncritical dam-
age. The resulting multilevel representation of system failure is
seen to provide a physically meaningful use of the probability
computation.

Another important advantage of the proposed method is the
computation and use of sensitivity information not only at the level
of individual component reliability but also at the level of system
reliability and system risk. The multilevel representation provides
a means to quantify the effect of progressive damage on different
system critical modes, and the use of the limit state methodology
preserves the sensitivity information throughout all of the steps of
the analysis. The probabilistic sensitivity factors combine the in-
formation on both the structural response sensitivity to, and the
statistical variation of, the primitive random variables. This is per-
haps the most useful outcome of this methodology for the de-
signer, since it helps in rational design and investment decisions to
meet the required reliability goal.

The proposed system risk assessment method measures the ex-
pected cost of system failure and includes the probabilities of de-
tection and the cost associated with failure through a consequences
tree. The consequences tree is seen to properly account for differ-
ent stages in the development of the system. The resulting cost-

Table 5 Sensitivities for py,

Name In u(7) space
Ergior 0.224676
Ring -0.018700
Rotor 0.507893
Ring —-0.015600
Speed 0.737206
Temperature 0.166526
F,, -0.020743
F, 0.089632
Ky -0.112593
a; 0.109672
C 0.264843
K, 0.077381
ALcr -0.007667
Tolerance 0.0

Table 6 Probabilities of detection

Failure event POD
Plasticity 0.10
Fracture 0.10
Burst 0.01
HCF 0.10
POD1 0.90
POD2 0.75
POD3 - 0.30
POD4 0.10

Table 7 Costs of failure

Cost item Cost, $
C1 50,000
2 2 X-10°
C5 65 X 108
Cc6 35 X 108
Cc7 2 X 10°
Cs 1.44 X 10°
C9 240,000
Cl10 35 X 106
Cl11 250 x 10°
C12 4% 10°
Cl13 6 X 10°

benefit calculations help to provide a management decision orien-
tation to reliability analysis.

Appendix: Joint Probability of Two Events
The calculation of the joint probability for two events with
known linear response surfaces begins by representing the re-
sponse surfaces in terms of the standard normal variables corre-
sponding to each basic random variable. The representation is
given by the n-dimensional hyperplanes

a,+ Zaiui (AD)

i=1

1l

8

8 = bo+ Zbiui (A2)
where #; is the standard normal random variable corresponding to

the physical random variable x; with mean value y; and standard
deviation G;

w= (X;—u) /o, (A3)

The calculation of the joint probability is developed herein
using the Ditlevsen construction, which is illustrated in Fig. 2 for
two correlated limit states with two uncorrelated random variables.
The reliability indices for the limit states g(x;, xp) =0, (i= 1 or 2)
are given in terms of the distances from the origin 3, and ;. The
reliability indices correspond to the number of standard deviations
for each limit state, such that the P(g; < 0) = @ (-f,), where @ is
the standard Gaussian distribution function. Thus, the B corre-
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spond to probability levels for various levels of the response sur-
faces.

The correlation coefficient p for two partially correlated limit
states is given by

p= i(aibi) ia}ibf (A4)

i=1 i=1 i=1

The joint probability density function for two normally distributed,
partially correlated random variables is then written as

f(g,8) = 21“/1—_?“ PI: 2(1 (Bl Zpﬁlﬁz‘i'ﬁ;)il

o . [B —pB”

= fe"l’( il )rf—pz { Jip
(AS5)

The joint probability P(E, E,) is then calculated as the integral of
the joint density function over the joint area A as

i = ] | o )
x[ Z(Bj__L:z)]dﬁz dB, (A6)

= [ Jog, 7 ool 38 ool 5 ez am

= r ——exp(——%Bf)q)[*A(ﬁJ] d|31

Bz‘PBl
== T A7
f= )
A By = PoPP (A8)

are defined.
To calculate this integral numerically, the following additional
variable transformation is introduced:

2
Bl = 1—_'_—1,_]+B10_1 (A9)
, _ 2
dBl = - ———(1 )2 dn (A10)

This will transform §,(B;¢, *) ton(1, —1) as

2

1
ﬁj—l (1+m)?2

P(E\E,) = e UDBO[-A(B)] dn (ALD)

The integral is a properly behaved integral, such that Gaussian
quadrature can be used to calculate the integral very accurately.
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